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ABSTRACT

File fragment classification is essential in digital forensics and network security for identifying files
when metadata is missing or corrupted. While recent deep learning-based classifiers achieve 65-79%
accuracy oh 512-byte clean fragments in the FFT-75 benchmark, their robustness under adversarial
conditions has been underexplored. Empirical evaluation shows that simple byte-level attacks, such
as padding and bit-flipping, cause accuracy to degrade sharply from 71.1% on clean fragments to an
average of 15.8% under adversarial perturbations, exposing a limitation in existing methods. This
research presents a two-stage detect-then-classify defense framework that addresses the
accuracy-robustness trade-off inherent in traditional adversarial training. This research integrates
three complementary components: (i) an attention-based adversarial detector achieving 95.46%
specificity and 91.34% recall (91.44% overall accuracy) (ii) a baseline file fragment classifier
(ByteRCNN) that preserves 71.1% accuracy on clean fragments through detection-guided routing;
and (iii) a newly proposed Dual-Scale Attention-based Robust CNN (DSAR-CNN) designed
specifically for adversarial fragment classification. DSAR-CNN achieves 68.4% accuracy on
adversarially perturbed fragments evaluated over a final test set of 4.6 million samples. As
adversarial attacks on file fragment classification remain under explored, the proposed approach is
evaluated relative to the adversarially trained state-of-the-art baseline FFC maodel, highlighting
significant gains in classification accuracy and robustness under adversarially manipulated
fragments. The proposed framework is developed and evaluated on a large-scale corpus comprising
30,72 million fragments across 75 file types and 39 adversarial attack variants derived from the
FFT-75 dataset. Experimental results demonstrate that the complete detect-then-classify approach
achieves 70.91% accuracy on clean data with only a 0.19 percentage point penalty, 63.84% accuracy
on adversarial data, and 70.20% accuracy in realistic mixed-threat scenarios comprising both clean
and adversarial fragments. This outperforms the adversarial training approach by 12.04 percentage
points. This proposed architecture offers a solution for strengthening file fragment classification
systems against byte-level adversarial attacks such as padding and bit-flipping.
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