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ABSTRACT

Cloud provides computing resources on demand, such as computing power, database storage, a network, and
applications, via the Internet. Several benefits can be derived from cloud computing, including cost savings,
scalability, and agility. The existing methodologies show the presence of a vulnerability in the non-data file's
privacy and security, which allows insiders to steal data. A cost-effective and reliable method of migrating
highly transactional databases across continents is proving challenging. A lack of decision-making capabilities
prevents the disaster recovery databases from proactively resolving lags. Cloud databases are experiencing
vendor lock-in as dependencies increase. Therefore, consistent and cost-effective research is needed to address
the improvement of existing methodologies. The proposed research identifies hidden areas with derived
results and answers with sophisticated algorithms and methodologics. A new business model has been
developed by combining conventional data centers with Cloud at Customer facilities to bring down cloud
services to granular levels. The current research addresses data security, migrations of high transactional
databases, and vendor lock-in cost-effectively. This research study aims to strengthen cloud computing design
so that effective cloud services can be provided to suppliers. The results of the proposed NDE encryption
method use only 1% of RAM, whereas the existing TDE used 90.46%, which was not desirable for highly
transactional databases. Furthermore, the proposed Incremental Backup Management System operates
effectively with a network speed range of 750 to 850 KiB/s lower than the 150 MB/s required by existing
methods to create replicas in continents, The DDI methodology adds a decision-making capability to DR that
automates synchronization, reducing manual effort and improving accuracy. The vendor lock-in resolution
algorithm has been proposed to overcome lock-in issues in the database, saving 50% of license costs for end
users. The various comparative analyses and performance evaluations of the proposed research work were
carried out based on the latest research work done by the researchers in the respective areas, and it was found
that the proposed research has shown better results.
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