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ABSTRACT

This study examines the inherent conflict between the State’s imperative for national security
through surveillance and the individual’s fundamental right to privacy within the Indian legal
framework. Historically, national security has routinely overridden individual privacy, a conflict
rooted in ancient espionage practices and amplified by modemn technological advancements. The
Indian government, through the Telecommunications Act, 2023 and the IT (Amendment) Act, 2008,
holds broad authority to intercept, monitor, and decrypt communications for reasons of national
security, public order, and crime prevention. Crucially, these powers are criticised as vague and
unregulated due to the lack of clear guidelines or limits on their use, creating a high risk of abuse and
encroachment on privacy rights. While the subsequent Digital Personal Data Protection Act (2023)
was enacted to protect citizens’ data privacy, it notably exempts state surveillance activities and
permits data processing without consent, thus failing to resolve the core conflict. The sitnation is
further complicated by the exponential growth of Al-enhanced surveillance (such as facial
recognition and predictive policing), which dramatically increases the State’s monitoring and
analytical capabilities while raising serious privacy concerns, This research examines the existing
legal framework and judicial interpretations, highlighting how the lack of dedicated surveillance
legislation and procedural safeguards, such as judicial oversight, allows the government to justify
potentially infringing actions under the guise of state security. The study ultimately proposes specific
legislative and procedural safeguards and reforms aimed at harmonising national security

requirements with the constitutional mandate of protecting citizens’ rights to privacy.
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