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ABSTRACT

In critical sectors like healthcare, banking, and other essential services, the need for secure and cost-efficient
computing resources is paramount. Software Defined Networking (SDN) based Cloud computing emerges as
a potential solution. SDN enables network traffic control and elastic resource management which is much
needed in cloud environment to bring cost-effective solutions. The SDN-based cloud environment becomes
susceptible to cyber threats, especially like that of Distributed Denial of Service {DDoS}) attacks and other
cyber-attacks that perturb the SDN-based cloud environment. The methods proposed in this study helps to
identify and mitigate the DDoS attack security problem that occurs in a SDN based cloud environment. An
ensemble model based on deep learning (DLEM-DDoS) was created to identify and categorize DDoS attack
in SDN based cloud environment.

This model uses majority voting classifiers to classify incoming packets using an ensemble architecture that
ihcorporates methods like Long Short-Term Memory, 1-D Convolutional Neural Network, and Gated
Recurrent Unit. This research introduces a novel Multi-Layer Ensemble Deep Reinforcement Learning based
DDoS Attack Detection and Mitigation (MEDR-DDoSAD) technique in Cloud-SDN Environment. In the
presented technique, it transforms the input data into images and the features are derived via deep
convolutional neural network based Xception model. Besides, the ensemble of deep Q-learning network
(DQN) and fuzzy reinforcement learning (FRL) is used as a reward based classification model for processing
the output from the previous layer. Finally, a fusion of various data samples at varying iterations takes place in
the meta learner to reach the final decision..
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