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ABSTRACT

Microservice-based applications are inherently prone to runtime failures due to inter-service
dependencies. Traditional techniques frequently rely on reactive resiliency patterns, such as a Circuit
Breaker pattern which prevents consecutive failures by stopping requests from flowing to the faulty
service. While this ensures that the system is not overloaded with consecutive requests but may
impact the functionality of the application. To address this gap, this study offers a proactive
resilience paradigm that improves the fault tolerance of cloud microservices. The first part of this
work proposes an ECD pattern a novel technique that routes requests based on real-time variables
such as latency, error rates, and availability, automatically switching to a deconstructed state to
ensure that an alternative path maintains service continuity and eliminates downtime for end users.
The second part of this research enhances the ECD pattern by incorporating machine learning models
to proactively predict anomalies in cloud microservices enabling the pattern to switch to alternative
paths and maintain continuous service availability. Experimental evaluation demonstrates that the
proposed ECD framework significantly improves fault tolerance, reduces downtime, and ensures
uninterrupted service continuity in large-scale cloud microservice environments.
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