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ABSTRACT

The rapid expansion of extensive IoT (Internet of Things) applications has significantly surprised and
impacted modern society. The most crucial keyword concerning these applications is security, specifically
in the enormous amount of data gencrated every second and how it is used. These applications are
vulnerable to various attacks, which could result in an unthinkable catastrophe if not managed and
controlled with sufficient foresight. Although many conventional methods are still used, there might be
superiot options for devices with limited resources. Artificial intelligence plays a significant role in this
issue.

Using CNN with LSTM, this study suggests a hybrid intrusion detection system for anomaly-based and
signature-based intrusions (CNN-LSTM). Anomaly and Signature Signature-based Detection System is
the name of the proposed hybrid model (AS-CL IDS). The AS-CL IDS concentrated on two different IoT
IDS detection strategies employing a combination of deep learning techniques. The model includes model
training and testing as well as data preprocessing, The CIC-IDS 2018, loT Network Intrusion Dataset,
MQTT-10T-IDS2020, and BoTNeTIoT-L01 datasets were used to train and test the AS-CL IDS. The
overall performance of the proposed model was assessed using accepted assessment metrics. Despite
reducing the number of characteristics, the model outperformed several other hybrid models.

Keywords: Internet of Things, Intrusion detection systems, machine learning, deep learning, hybrid
intrusion detection.
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