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ABSTRACT

Open banking is closely associated with the Account Aggregator (AA) concept, enabling customers to
securely and selectively authorise third-pasty providers to access their financial information. The AA
framework works in tandem to protect client data while facilitating secure data transmission among
authorised parties, promoting competition and innovation in the banking industry, and allowing clients
to access and use financial services through various channels and platforms, Open banking can increase
financial inclusion by allowing third-party developers to access customer data and construct new financial
products and services on top of existing bank infrastructure. It can also encourage innovation and
competition in the Indian banking sector, which would benefit customers in the long term. Open banking
systems face significant challenges, such as weak security, data protection violations, money laundering,
and terrorist funding risks. It is crucial to couple the widespread adoption of open banking frameworks
with robust data protection and privacy legislation to safeguard customer data and financial information.
India is adopting the Personal Data Protection Bill 2019, which proposes establishing a specialized, Data
Protection Authority tasked with securing persons' data. Operational and cyber security hazards
associated with open banking include data leaks, misuse, falsification, denial of service attacks, and
infrastructure failures. To ensure compliance with these laws, financial institutions must implement
mechanisms to monitor and manage risks related to open banking.

The Reserve Bank of India (RBI) has developed the Data Empowerment and Protection Architecture
(DEPA) to provide secure and privacy-protected access to personal data. DEPA includes data sharing
agreements, consent management, and authentication for third-party developers, While unique to India,
DEPA shares similarities with the European Commission's efforts to promote open banking and open
finance in the European Union through the Payment Services Directive 2 (PSD2). PSD2 mandates that
banks across all EU member countries provide API access to third-party payment account information
and services. The study highlights the importance of perceived ease of use, trust, and utility in shaping
people's attitudes and intentions towards an open banking framework. Interestingly, risk has a minimal
impact on user adoption. This finding offers valuable insights to developers and marketers, indicating the
need to prioritise user-friendly, trustworthy, and effective technologies while mitigating perceived risks
to maximise adoption and customer satisfaction. This study attempts to understand better the influence
of implementing the Account Aggregator Framework in India, and the sample size chosen comprised
clients of the account aggregator framework in India,
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